NHOOPMAIIMOHHAA TTAMATKA IS OBYHAIOIINXCA

C KaX/IbIM T'OZIOM MOJIOAEKH B UHTEPHETE CTAHOBUTHCS OOJIbINE, a MIKOJIBHUKH OJTHU U3 CAMBIX
aKTUBHBIX MOJb30BaTenel Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJTUYECTBA
BO3MOXXHOCTEH, HHTEPHET HECET U MpoOIeMbl. DTa maMsTKa JOJDKHA ITOMOYb Tebe 6e301macHo
HAXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmiproTepHblii BUPYC - 3TO pa3HOBUJHOCTh KOMIIBIOTEPHBIX IPOTrPAMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOI! ABIISIETCA CLIOCOOHOCTh K pa3MHOKEHUI0. B ononHeHne k aTomy,
BUPYCBHI MOT'YT MOBPEIUTH WIH MOTHOCTHIO YHUUTOXHUTH BCE (hailiibl U TaHHBIE,
IOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3alylIeHa 3apaKeHHask IporpaMma,
a TaKk)Ke MOBPEIUTh WM AaKe YHHUTOXKHUTH OTNIEPAllMOHHYIO CHCTEMY CO BceMH (paiiimamu B
1esnoM. B GonbIIMHCTBE CilyyaeB pacpoOCTPaHAIOTCS BUPYChI Uepe3 HHTEPHET.

MeToabl 3a1IUTHI OT BPEOHOCHBIX IPOrpamMMm:

1. MUcnonb3yi COBpEMEHHBIE ONIEPAIMOHHBIE CUCTEMBI, HMEIOIINE CEPHE3HBIN YPOBEHD 3AIMUTHI
OT BPEIOHOCHBIX IIPOrPaMM;

2. ITocrosstHHO ycTaHaBnuBai madtu (1U(poBbIe 3aMIaTKU, KOTOPhIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C LENbIO JOPaOOTKH MPOrpaMMbl) U Apyrrue 0OHOBICHHS CBOCH
omepanroHHoli cucteMbl. CKaunBai BX TOJIBKO ¢ oduimaibHOro caira pazpadorunka OC. Ecin
CYHICCTBYCT PCIKUM aBTOMATHYCCKOI'O OGHOBHGHI/IH, BKJIKOYH €TO,

3. PaGoraii Ha cBOeM KOMIIBIOTEPE MO/1 TPaBaMU IOJIb30BATENS, @ HE aIMUHHUCTPATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSI HA TBOEM IEPCOHATBLHOM
KOMIIBIOTEPE;

4. Vcnionb3yll aHTUBUPYCHBIE IPOTrPAMMHBIE ITPOLYKThI U3BECTHBIX POU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannypb puU3NYECKHi JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIHII;

6. Vcrionb3yil BHEITHME HOCUTENN HH(OpMAIUK, TaKue Kak (Iiemka, JMCK Win (aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTKpbIBaii KOMIIBIOTEpHBIE (halJIbI, TOTYyYEHHBIE U3 HEHAICKHBIX HCTOYHUKOB. Jlaxke Te
(aiinel, KOTOpPBIE TpUCa TBOIM 3HAKOMBIN. JlyuIie yTouHu y HEro, OTIPABIISUL JIM OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUJI Iepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIL OpeH 1, mapka. Emte B 1991
rojly HUJIepIaHJICcKas KoMraHus 3apeructpuposaia opens "WECA", yto o6o3Hayano
cnoocodetanue "Wireless Fidelity", koTopslii mepeBoauTcs Kak "0ecrpoBoIHast TOYHOCTH .

Jlo Hamrero BpeMeHH JI0IUIa apyras abOpeBrarypa, KOTopas sSBJISICTCS] TAKOH )K€ TEXHOJIOTHEH.
Orto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO ¢ HAMEKOM Ha CTaHIApT BhICIIEH
3BykoBoii TexHuku Hi-Fi, uTo B mepeBosie o3Ha4yaeT "BbICOKast TOYHOCTH'".



Ja, 6ecrutaTHBI MHTEPHET-IOCTYII B Kade, OTENAX U adpOoIropTax ABISIETCS OTIIMYHON
BO3MOXHOCTBIO BBIXOZIa B MUHTEpHET. HO MHOIMe 3KCepThl CUUTAIOT, 4TO 001ieocTynHble Wi-
Fi cetu He aBnsitoTCs 0€30MaCHBIMU.

Cogsetnl 10 0e30mMacHOCTH PadoThI B 001e0CTYNHBIX ceTsiX Wi-fi:

1. He nmepenaBaii cBoto nuunyto nHpopMaruio yepes odmenocrymnabie Wi-Fi cetn. Paboras B
HUX, JKEJIaTeJIbHO He BBOJUTH MApOJIH AOCTYIA, JTIOTHHBI U KaKhe-TO HOMEpa;

2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM caMbIM ThI
obe3omacuiib ceOst OT 3aKa4YKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanun Wi-Fi orkmroun ¢pynknuro "OOmmit qoctyn K (aitiaMm 1 mpuHTepam’.
JlanHast GyHKIHUS 3aKpbITa [0 YMOITYAHHUIO, OTHAKO HEKOTOPBIE MOJIb30BAaTENI aKTUBUPYIOT €€
JU1s1 y1oOCTBa MCTIONIb30BaHUs B paboTe Wi y4eoe;

4. He ucnons3yii nyommunbii WI-FI 11 nepegaun TMYHBIX JaHHBIX, HAPUMED JIJIS1 BEIXOJIA B
COIIMAJIbHBIE CETU WJIU B BJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonpko 3amminennoe coenuaenue uepes HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoAM UMeHHO "https://";

6. B mobunsHOM Tenedone otkiaoun ¢pynkuuio "l[lonkmoyenne k Wi-Fi apromarnuecku". He
JIOTTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUs yeTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

ConuajbHbIe CeTH

CornuanbHbIe CeTH aKTUBHO BXOJST B HAITY KU3Hb, MHOTHE JIFOJIU pa0OTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yke 3aperucTpupoBaH MUJUTAAP/T YESITOBEK, UTO SIBISICTCS OJHOMN
CEIbMOM BCEX KUTENEH TUTaHeThl. MHOTHE TIOJh30BaTENId HE TIOHUMAIOT, YTO HH(OpMAITHS,
pa3MelnIeHHass MU B COIIMANIBHBIX CETSIX, MOXKET ObITh HalJIeHA M UCITOJIb30BaHA KEM YTOJIHO, B
TOM YHUCJIEC HE 0053aTeBHO ¢ OJIaTMMH HAMEPEHHSIMH.

OcHOBHBIE COBETHI 10 0€30IACHOCTH B COIMAJBLHBIX CETAX:

1. Orpannys cucok apy3eil. Y 1e0s B Apy3bsaX HE TOJKHO OBITH CIIydailHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3ammIail cBOro YacTHYIO ku3Hb. He yka3piBaii maponu, TenedoHsl, ajgpeca, 1aTy TBOETO
POXAEHUS U APYTYIO JUYHYIO HH(OPMALHIO. 3T0YMBIIUICHHUKH MOTYT UCIIOIb30BaTh 1aXke
UH(POPMALIKIO O TOM, KaK Thl M TBOM POJHUTENH IUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiaii CBOIO PEIyTaIlHIo - IEPIKU €€ B YUCTOTE U 3a/1aBail cede BOIpoc: XoTem ObI ThI,
YTOOBI IpyTHE TOIH30BATENN BUACIH, YTO THI 3arpyxaemib? [lomymait, npexae 4em 4To-To
OITyOJIMKOBATh, HAMKCATH U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOABMU, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE PEAIBHOE UM U
JPYTyIo JUYHYIO HH(OPMALMK: UMSI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpoYee;

5. U36eraii pa3menienus ¢pororpaduii B IuTepHeTe, rae Thl H300paXkeH Ha MECTHOCTH, T10
KOTOPOH MOXKHO OIIPEJEIUTH TBOE MECTOIIOJIOKCHHE;



6. [Ipu peructpanuu B CONMATBLHON CETH HEOOXOAMMO UCTIOIB30BaTh CIIOKHEIE ITAPOIIH,
cocrosmue u3 OykB v UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHee §;

7. 171t CONMambHOM CETH, TIOUYTHI U IPYTUX CAMTOB HEOOXOIMMO MCIIOJIb30BaTh Pa3HbIC MTAPOIIH.
Torna ecau Te6st B3IIOMAIOT, TO 370yMBIIUIEHHUKH TOIYy4YaT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHBbIE IeHbIH

DJEeKTPOHHBIE JICHBIH - 3TO 0UY€Hb YAOOHBIHN cr1ocod raTexen, OJHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT MOJIYYUTh 3TH JE€HBIU.

QHGKTpOHHHe JCHBbI'M ITOABHIJIMCH COBCEM HEAABHO U UMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HE MNPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHn (yHKIMOHUPYIOT M O HUX Y>K€ IPOMHCAaHO B 3aKOHE, TIe UX Pa3JelisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcst MpOBOAUTH ONEepay 0e3 uIeHTH(PHUKALNN T0Ib30BATENs, a B
HEaHOHHUMHBIX UACHTU(DUKAIIS TOTH30BATENs ABISETCS 0053aTeIbHOM.

Taxoke creyeT pa3nuyarhb JIEKTPOHHBIE (PHATHBIE AEHBIH (PaBHBI TOCYIAPCTBEHHBIM BAJTIOTaM)
Y DJICKTPOHHBIC He(hUaTHBIE ACHBIH (HE PaBHBI TOCY/IapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI M0 0€30NMacCHO padoTe ¢ ITeKTPOHHBIMHU JJeHbIaMHU:

1. [TpuBsbku K cueTy MOOMIIbHBIN TenedoH. DTO caMblil yIOOHBINH U OBICTPHII CIIOCOO
BOCCTAaHOBUTH JIOCTYI K c4eTy. [IpuBsi3aHHbIi TenedoH MOMOXKeT, eciau 3a0yaeb CBOH
MJIATEKHBINA MapOJIb WK 3aiIelIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnionb3yit ogHOopaszoBeie napoiu. [locne nepexoia Ha yCUIICHHYIO aBTOPU3ALIUIO TeOe yKe
He OyJeT yrpoXkaTh ONAaCHOCTh KPAXKH WM MepexBaTa IIaTeKHOTO MapoJis;

3. BeiGepu cnoxxHbIi maposib. [Ipectymankam OyneT He MPOCTO yrajaaTh CIOKHBIN MapoJb.
HanexHsle mapoiu - 3To mapoJi, KOTOphIEe COJepKaT He MeHee 8§ 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, HU(PBI U HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HAK JI0JIj1apa,
(yHTa, BOCKJIMIaTENbHBIN 3HaK U T.11. Hapumep, $tROng!;;

4. He BBOAM CBOM JIMUHBIE JJaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIIb.
JJIeKTPOHHAS MMOYTA

DJIIeKTPOHHAS MTOYTA - TO TEXHOJIOTHS U MPEIOCTABISEMBIC €10 YCIYTH 10 TIEPECHIIKE U
MOJTYYEHUIO JIEKTPOHHBIX COOOIICHHIA, KOTOPBIC PACTIPEACTSIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TTOYTOBBIH SIIMK BBITIIAINAT CICAYIOMUM 00pa3oM:
UMs_TIOJb30BaTeNsI(@uMsl_oMeHa. Takke KpoMme rmepeaadu mIpoCcToro TEKCTa, HMEETCs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI 0 0€30MaCHO padoTe ¢ IJIEKTPOHHOM MOYTOM:
1. Hayo BbIOpaTh mpaBUiIbHBIN MOYTOBBIN cepBHC. B HHTEpHETE €CTh OrPOMHBII BEIOOD

OeCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JyYIlIe TOBEPATh TEM, KOT'O 3HAEIlb U KTO IEPBBIH B
peuTHHre;



2. He yka3piBaii B TMYHOM MOYTE JIMYHYIO HHpOopMaruto. Hampumep, ydiie BoIOpaTh
"My3bIKaNIbHBIN (haHaT@" wim "pokx2013" Bmecto "Temal3";

3. Ucnonb3yi ABYXATAMHYIO aBTOPU3AIMIO. JTO KOTJa TOMUMO MapOoJIsl HYKHO BBOJIUTH KO/,
npucbUIaeMblil mo SMS;

4. Boibepu ciioxkHBIN TTaposib. 111 KaK0ro MOYTOBOTO SIIUKA JOJHKEH OBITh CBOUM HAJIC)KHBIH,
YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecnu ectb BO3MOKHOCTB HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MOKHOCTB;

6. Mcnosib3yi HECKOJIBKO MOYTOBBIX SIUTUKOB. [IepBbIii 1711 4aCTHOM MEPENUCKU C aipecaTamu,
KOTOPBIM Thl JOBEPSAELIb. DTO MIEKTPOHHBIN aipeC HE HAJ0 UCIOIb30BaTh IPU PETUCTPALIUU Ha

dbopymax u caiftax;

7. He oTkpbIBaii haiiabl U Ipyrue BIOKEHUS B MUChMaX, TaXKe €CJIM OHU MIPHUIILIA OT TBOMX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

8. [Tociie okoHyaHuUs1 pabOTHI HA IOYTOBOM CEPBUCE TEepe]] 3aKPHITHEM BKJIAJIKH C CAUTOM HE
3a0ynb HaxaTh Ha "Beriitu".

Ku0epOyJUIMHT MM BUPTYAJIbHOE H3/1€BATEIbCTBO

KuGepOymnnuHr - nmpecienoBanue COOOMICHUIMH, COJIEPKAIIUMHU OCKOPOJICHUS, arPECCHUIO,
3alyTHBAHUE; XYJIUTaHCTBO; COLUATbHOE OOMKOTUPOBAHUE C MTOMOIIBIO PA3IMUYHBIX HHTEPHET-
CEpBHUCOB.

OcHoBHBIE COBETHI 10 00pbHOE ¢ KHOEPOYIJIMHIOM:

1. He 6pocatics B 00it. JIyummii ctoco0: mOcCOBETOBATHCS Kak ceOst BECTH |, €CITM HET TOT0, K
KOMY MOXHO OOpaTHTbCS, TO BHaYaJle YCIOKOUTHCS. ECiiu Thl HaYHENh OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUSI, TO TOJBKO €Iie OOJIBIIE pa30KKEITh KOHDIUKT;,

2. YrpaBnsii cBoel KubeppenyTaimei;

3. AHOHUMHOCTH B ceTd MHUMAs1. CyIIECTBYIOT CIIOCOOBI BBISICHUTE, KTO CTOHUT 32 aHOHUMHBIM
aKKayHTOM;

4. He ctout BecTH XyJUTaHCKHI 00pa3 BUPTyaJIbHOM KWU3HU. IHTEpHET PUKCHpyeT Bce TBOU
JIeMCTBUS M COXPAHAET UX. Y JalUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

5. CoOumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuanuHbiil HeratuB. OTHOPa30BbIE OCKOPOUTEHHBIC COOOIIEHHUS JTyUIIIe
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha Ha4yaJIbHOM CTa/lny;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETSIX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOIIEHUH C OMpeIeIeHHbIX apeCcoB;

8. Eciu b1 cBUaeTenbs knbepOyiunara. TBOM NEeWCTBUS: BEICTYIIUTH MPOTUB MIPECIICIOBATENS,
M0Ka3aTh €MY, YTO €ro JIEUCTBUS OLIEHUBAIOTCS HEraTUBHO, IOEPKATh KEPTBY, KOTOPOM



HYXXHa [ICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEICHHS B
CeTH.

MoOunabHbII Tes1eoH

CoBpemeHHble cMapT(HOHBI U TUTAHLIETHI COAEPKAT B ce0e BIOJIHE B3POCIbI (QyHKIMOHAI,
TeNepb OHU MOT'YT KOHKYpHUPOBATh CO CTallMOHAPHBIMH KOMIIbloTepamMu. OJIHAKO, CPEACTB
3aIUTHI JJ1 TOJI00HBIX YCTPOMCTB MOKa OueHb Mano. TecTupoBaHUe U MOUCK YSI3BUMOCTEH B
HUX MPOUCXOAUT HC TaK UHTCHCUBHO, KaK JJIA HK, TO K€ CaMO€ KacacTCsa U MO6I/IJII>HBIX

MIPUITOKEHU .

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPAaKTUYECKU JOTHAIH HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmuperue GyHKIIMOHAIa BICUET 32 COO0M OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€301aCHOCTH MOOMIIBHOTO Telle(oHa:

Huuero He siBsieTcs O-HACTOsIIEMY OeCIUIaTHBIM. byib OCTOpOXKEH, Belb Korjaa Tede
npeiaratoT 6eCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexae ueM otnpaButh SMS, ¢hoto umu Buaeo. Thl TOUHO 3HaEIIb, Te OHU OYAYT B
KOHEYHOM HUTOre?

HeobxoaumMo 0GHOBIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQOHa;
Hcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JJ1s1 MOOMIIBHBIX TeIe()OHOB;

He 3arpyxaii npuioxeHust OT HEU3BECTHOIO UCTOYHUKA, BEJlb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHUE;

[Tocie Toro Kaxk ThI BBIWIEIIH C CaiiTa, TJe BBOAWI JUYHYIO HH(OPMAITUIO, 3211 B HACTPONKH
Opaysepa u ynamu cookies;

[Tepuoanuecku nmpoBepsiii, KaKKUe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOf HOMEP MOOMIILHOTO TeneOoHa TOIBKO JIFOASM, KOTOPBIX ThI 3HACITH U KOMY
JIOBEPSICIIIb;

Bluetooth momxeH ObITH BBIKITFOUEH, KOT/Ia THl UM HE MOJIb3yelibes. He 3a0biBail nHOT 1A
IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHBIE OHJIAH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS, O0HEIUHSIONINE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. Irpoku uccienyioT JaHHbI UM MUp, OOLIAIOTCS APYT C
JPYTOM, BBITIOJHSIOT 3a/IaHUS, CPAXKAIOTCSI C MOHCTPAMU U MOJIY4atOT OMBIT. 32 YA0BOJILCTBUE
OHH IIJIATST: MOKYMAIOT IUCK, OTNIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KaKHue-TO OIIIUU.



Bce 5Tu cpeacTBa uayT Ha MojJiepKaHUE U Pa3BUTHE UTPHI, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBBIE MATYH (LIU(PPOBBIE 3aINIATKU
JUISI IPOTPAMM), 3aKPBIBAKOTCS YI3BUMOCTH CEPBEPOB.

B mogo0HBIX HTpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIKO KPAKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3AIMK OOJIbIIMHCTBA UTD.

OcHoOBHbIE COBETHI 0 0€30IIACHOCTH TBOEI0 HI'POBOro aKkKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 WM co3aaeT Te0e HeMPHUIATHOCTH, 3a0JI0KUPYH ero B
CIIMCKE UTPOKOB;

2. [Toxany¥icst aIMUHHCTPATOPaM MIPhI Ha TJI0X0E€ MOBEACHUE ATOI0 UTPOKA, KETATETBHO
MPUIOKUTH KaKUE-TO IOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He ykaspIBaii TH4YHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Apyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(hUIMaIbHBIC TTATYH ¥ MO/IBI;

6. Mcnonb3yl CI0KHBIE U pa3HbIE MAPOJIH;

7. JJaxe BO BpeMsl UT'PBl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [IoKa ThI Urpaelb, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIMHT 1IN Kpaxxka JUIHbIX JaHHBbIX

OOBIUHOM Kpaxkel ACHET U JOKYMEHTOB CETOIHS YK€ HUKOTO HE YJIUBHIIb, HO C Pa3BUTHEM
HHTepHeT-TeXHOHOFI/Iﬁ 3HOyMBIH_UIeHHI/IKI/I HepeMeCTI/IHI/ICB B I/IHTepHeT, nu HpO,Z[O.H)I(aIOT
3aHUMATHECA ""TIOOUMBIM" JEJIOM.

Tak mosiBUIack HOBas yrpo3a: MHTEPHET-MOILICHHUYECTBA WX (DUIIKHT, TJIaBHAS 1IEJIb KOTOPOTO
COCTOMT B TTOJIy4CHNU KOH(HUICHINAIBHBIX JaHHBIX MOIb30BaTeNeH - JIOTHHOB 1 maposeil. Ha
aHruiickoMm s3bike phishing unraercs kak GuumuHr (ot fishing - peiGHast noBis, password -
MapoJib).

OcHoBHBIE COBETHI 10 00pbHOE ¢ PUIIMHIOM:

1. Criennt 3a cBouM akkayHTOM. Eciu ThI TO103peBaetib, 4To TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aJJMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Ucnonb3yit 6e30macHbie BeO-CAThHI, B TOM YKCJIEe, HHTEPHET-Mara3nHOB U TIOMCKOBBIX CHUCTEM;

3. Mcnionb3yii cioxHbIe U pa3Hble naponu. Takum o6pazom, eciu Te0st B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH NOJIYYaT AOCTYH TOJIBKO K OJHOMY TBOEMY NPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecniu Te0s B3110MaIK, TO HEOOXOAMMO MPEYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBIeHBI y TEOS B IPY3bSX, O TOM, UTO T€OS B3JIOMAJH M, BO3MOKHO, OT TBOETO UMEHHU OyAeT
pacchuIaThCsI CllaM U CCHUTKH Ha (DUITUHTOBBIC CAUTHI;



5. Ycranosu HaznexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe Mmapoiisi B Opaysepe;

7. He oTkpsiBaii (ailsibl U Apyrue BIOKEHUS B MHUCbMaX, Ja)Ke €CIIM OHU MPUIILTH OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3T (aiiibl.

Hudposas penyranus

Hudposas penyranus - 3T0 HEraTUBHAs WJIM MO3UTHBHAs HH(POPMALIUs B CETH O Tebe.
Komnpomerupyromas nHpopmarus, pa3MelieHHas B HHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHOM >ku3HU. "Lludposas pemyrauus" - 3T0 TBOM UMUK, KOTOPBINA
dbopmupyeTcst u3 nHGOpMaIUK O TeOe B MHTEPHETE.

TBOE MECTO KUTETHCTBA, yueObl, TBOEC (PMHAHCOBOE MOJIOKEHNUE, OCOOEHHOCTH XapaKTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHor#e moApOCTKH JISTKOMBICJICHHO OTHOCSITCS K IMTyOJIMKAIIUU JTMYHON HH(OpMAIUHU B
HuTepHere, He MOHUMas BO3MOXKHBIX IMOCIEACTBUI. ThI 1aKe HE CMOXKENIb JOTANATHCSA O TOM,
yTto pororpadus, pazmerieHHas 5 JIET Ha3al, CTala MPUINHON OTKa3a MPUHATH TEOs Ha padoTy.

KommenTapuu, pazMenienrue TBoux ¢ortorpaduii U Apyrue 1eiCTBUsI MOTYT HE HCUE3HYTh JIakKe
MOCIIe TOTO, KaK Thl UX yJaIuIb. Thl HE 3HACIIb, KTO COXPAHWII ATy HH(POPMAITUIO, TIOTaa JIn
OHA B MTOMCKOBBIE CUCTEMBI U COXPAaHUJIACh JIU OHA, a IJIaBHOE: YTO MOJyMaloT 0 Tebe
OKpY’KalOIIMe JII0JIU, KOTOpPBIE HAWAYT M YBUAAT 3T0. HaiiTu nHpopMainio MHOTO JIET CIIycTs
CMOJXKET JI000H - Kak U3 J0OPHIX MOOYKICHHH, TaK M C HAMEPEHUEM MMPUYUHUTE Bpe. ITO
MOKET OBITh KTO YTO/IHO.

OcHoBHBIE COBeTHI MO 3amuTe HUGPOBOH penyTanum:

1. [Togymaii, mpexae ueM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ceOs B 0J10Te WU B COITMATBHON
CeTH;

2. B Hactpoiikax npouis ycTaHOBU OTPaHUYEHUS Ha TPOCMOTP TBOETO MPOMIISL U €T0
COAEPKUMOTO, CIIeTal ero ToJIbKO "miis npy3ei”;

3. He pa3Memaii u He yka3piBail HHGOPMAIIHIO, KOTOPast MOXKET KOTO-JIM00 OCKOPOIATH UK
00MXKaTh.

ABTOpPCKOE TTPaBO

CoBpeMeHHBIE KOJIILHUKY - aKTUBHBIE TTOJIB30BaTENH IH(poBOro mpocrpancTBa. OaHAKO
JIaJIeKo He BCE 3HAIOT, UTO MOJb30BaHHE MHOTMMHU BO3MOXHOCTSIMH ITU(PPOBOTO MHUpa TpedyeT
coOJTI0ICHHSI TIPAB HA MHTEIICKTYAIbHYIO COOCTBEHHOCTb.

TepmuH "UHTENIEKTyaIbHAsI COOCTBEHHOCTD' OTHOCUTCS K Pa3IMYHBIM TBOPECHHSIM
YeJI0BEYECKOr0 yMa, HAYMHAs C HOBBIX U300pETEHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH, ¥ 3aKaH4YMBasi KHUramu, poTtorpadusimMu, KHHOGUIbBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb Ha IIPOU3BE/ICHUS HAYKH,
JUTEPATYphl U UCKyCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B KAYECTBE rapaHTUN TOTO, YTO



MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAET HAlpacHbIM, JaCT €My CIIpaBeIIHBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPY/la, MOJIyUYUTh U3BECTHOCTh U IPU3HAHHUE.
Huxkro 6e3 pa3zpemnieHust aBTopa He MOXET BOCIIPOU3BOIHTD €0 MPOU3BEICHHE, PaCIIPOCTPAHATS,
yOJIMYHO IEMOHCTPUPOBATh, IPOAABATE, UMIIOPTHPOBATH, ITYCKaTh B IPOKAT, IyOIMYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHATH B AHpe WK pa3memiaTts B IHTepHeTe.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOT0 00ECTIEYEHUSI MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT IOTEPH JaHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKU TBOETO YCTPOMCTBA, I/ie
yCTaHOBJICHA HelslerajbHas mporpamma. He ctout Taxoke 3a0bIBaTh, 4TO CYILIECTBYIOT JIETaJIbHBIE
U OecIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJjie

CereBU4OK.p( - TBOM TJIABHBIN COBETYHK B CETU. 3/IECh Thl MOXKEIIh Y3HATh O 0€30MaCHOCTH B
CETH TIOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TIPH BOZHUKHOBEHUN KPUTUUYECKON CUTYyaIIMH
00paTUTHCS 32 COBETOM. A Tak)Ke MPUHSATH y4yacTHE B KOHKYPCaxX U CTaTh CaMbIM HU(POBBIM
rpak iaHuHOM !



